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	[bookmark: _Toc39235172]IMPORTANT NOTES
Submission of Specific Contract tenders 

Specific Contract tenders may only be submitted by admitted participants to the Dynamic Purchasing System for the Procurement of Printers and Scanners across the Government of Malta - DPS 020/20.

Participants are reminded that (where allowed to do so) when submitting more than one option for a particular Specific Contract, they should submit multiple applications. 

Participants are reminded to follow the above instructions and other instructions in the Terms of Use of the ePPS and the Manual for Economic Operators available under the ‘Help’ tab of the epps homepage.

The Contracting Authority or the Evaluation Board will disqualify Economic Operators who do not abide by the above instructions.


Submission of Financial Offer

Participants must quote all components of the price inclusive of taxes/charges, customs and import duties and any discounts BUT excluding VAT. VAT shall be paid in accordance with the current VAT regulations.





	
	[bookmark: _Toc255762055][bookmark: _Toc256001525][bookmark: _Toc256415272][bookmark: _Toc256415922][bookmark: _Toc256416065][bookmark: _Toc385513302][bookmark: _Toc39235173]SECTION 1 – INSTRUCTIONS TO TENDERERS
	This column and all instructions in the document are to be deleted upon finalisation
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	[bookmark: _Toc39235175]Note to Compiler:

Fill in the text [highlighted in yellow].



	
	
	

	1.1

	In submitting an application (unless otherwise indicated, an application above 100MB will not be accepted by the system (ePPS), the Participant accepts in full and in its entirety, the content of this Specific Contract document, including subsequent Clarifications issued by the Contracting Authority (CA), whatever the economic operator’s own corresponding conditions may be, which through the submission of the application is waived. Participants are expected to examine carefully and comply with all instructions, forms, contract provisions and specifications contained in this Specific Contract document. These Instructions to Participants complement the latest version of the General Rules Governing Tendering applicable on the date of the publication of this Specific Contract, the Terms of Use and the Manual for Economic Operators applicable to Government’s e-Procurement Platform (available from www.etenders.gov.mt). 

No account can be taken of any reservation in the application as regards the Specific Contract document; any disagreement, contradiction, alteration or deviation shall lead to the application not being considered any further. 

Participants must submit their response to this Specific Contract online, at www.etenders.gov.mt, by completing the prescribed response format using the Tender Preparation Tool (TPT) provided by the System. Please note that the TPT was recently updated. This means that anyone who has downloaded the TPT in the past will need to download this tool again. If this is not done, the application package, created using the old version of the tool, will not be accepted by the etenders portal. Therefore, to avoid the inconvenience of having the application package rejected, please make sure that you fill in the tender structure using the latest version which can be downloaded from the www.etenders.gov.mt portal.  In case of any discrepancy between the requirements contained in this document and those in the response format (xml tender structure), the latter shall prevail.

Participants take full responsibility to submit their electronic response (offer) well before the submission deadline in order to avoid last minute upload restrictions. Applications must be fully uploaded/accepted by the ePPS prior to the deadline for submission of offers, that is, applications in transit upon submission deadline will be rejected.

	Note: 
Where in this Specific Contract document a standard, brand or label is quoted, it is to be understood that the Contracting Authority will accept equivalent standards, brands or labels. However, it will be the responsibility of the respective participants, at tendering stage, to prove that the standards, brands or labels they quoted are equivalent to the standards, brands or labels requested by the Contracting Authority.







	

	


	
	

	1.2
	The subject of this Specific Contract is the [insert subject-matter of Specific Contract].

	

	1.3
	The place of acceptance of the services/supplies shall be [insert delivery address], the time-limits for the execution of the contract shall be [include time for delivery and warranty period/ period for maintenance services], and the INCOTERM2020 applicable shall be Delivery Duty Paid (DDP).


	To be pre-set at vetting stage – No specific dates are to be included. Only number of days, weeks, months or years to be inserted


	1.4
	This is a [unit price (in the case of purchasing) / fee-based service (in the case of leasing)] contract.

	As applicable

	1.5
	This Specific Contract is being issued as a Restricted Procedure, under the Dynamic Purchasing System DPS 020/20 – Procurement of Printers and Scanners across the Government of Malta.
	

	
	
	

	1.6
	The Contracting Authority for this Specific Contract is [name of Contracting Authority].
	

	
	
	

	1.7
	The Estimated Procurement Value for this Call for Tenders has been based on comprehensive research including appropriate financial analysis. In the context of this procurement, the Estimated Procurement Value, based on market research, is that of € [specify the value without the potential cost] excluding VAT.

The purpose of this value shall be the guidance of prospective bidders when submitting their offer and is not to be considered as a binding capping price. 

Therefore, the published Estimated Procurement Value is not restrictive and final on the Contracting Authority. Economic Operators are free to submit financial offers above or below the Estimated Procurement Value. However, the Contracting Authority reserves the right to accept or reject Financial Offers exceeding the Estimated Procurement Value. 
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[bookmark: _Toc39235176]2. Timetable
	

	
	
	

	2.
		
	DATE
	TIME

	Deadline for request for any additional information from the Contracting Authority.

Clarifications by registered users to be sent online through www.etenders.gov.mt 
	
	

	Last date on which additional information can be issued by the Contracting Authority
	
	

	Deadline for Submission of Applications
(unless otherwise modified in terms of Clause 10 of the 
General Rules Governing Tendering)
	
	

	Applications Opening Session
(unless otherwise modified in terms of Clause 10 of the General Rules Governing Tendering)
	
	

	* All times Local Time



	

As applicable





As applicable


As applicable


As applicable
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	3.1
	This Specific Contract is not divided into lots, and applications must be for the whole of quantities indicated. Applications will not be accepted for incomplete quantities.
	

	
	
This Specific Contract cannot be divided into lots as the individual components making up the overall project are indivisible and intrinsically linked to each other. The successful outcome of the project depends on the service being provided by one contractor.
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	4.1
	No variant solutions will be accepted. Participants must submit an application in accordance with the requirements of the Specific Contract document.
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	5
	The project is financed from the local budget funds/ EU funds (provide financing details).
	As applicable
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	6.1
	No clarification meeting will be held.
	As applicable

	
	
	

	6.1
	A clarification meeting/site visit will be held on [include here the date and time], at [address] to answer any questions on the tender document which have been forwarded in writing, or are raised during the same meeting. Minutes will be taken during the meeting, and these (together with any clarifications in response to written requests which are not addressed during the meeting) shall be posted online as a clarification note as per Clause 6.1 of the General Rules Governing Tendering. 

Meetings between economic operators and the Contracting Authority, other than that provided in this clause during the tendering period are not permitted
	Select Clause 6.1 appropriately. 
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[bookmark: _Toc39235181]7. Selection and Award Requirements
	

	
	
	

	
	In order to be considered eligible for the award of the contract, economic operators must provide evidence that they meet or exceed certain minimum criteria described hereunder.

	

	
	(A) Technical Specifications
	

	
	
	

	
	(i)





	Participant’s confirmation that the participant has examined, and accepts in full and in its entirety, the content of the Mandatory General Requirements detailed in document named XXX/XX-Mandatory General Requirements found under the CfT documents in ePPS (including any amendments made through subsequent Clarifications Notes issued by the Contracting Authority) without reservation or restriction. (Note 3)

Participants’ Technical Offer in response to specifications to be submitted online through the prescribed Response Format and by using the Tender Preparation Tool provided. (Note 3)

	To populate the Mandatory General Requirements document as necessary

	
	(ii)

	[Add any other technical specifications / requirements as necessary].

	As required

	
	(iii)
	Processing of Personal Data (Note 2)
 
If the Participant (including any sub-contractor who will be processing personal data) is situated outside the European Economic Area, in a country which is considered as not offering an ‘adequate’ level of data protection by the European Commission (please refer to the URL: https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en), or if data for any reason is considered as being sensitive and/or ‘high-risk’ the following provisions are to be taken in consideration: 
 
The contract shall only be awarded to this Participant if it is determined that indeed personal data may be transferred to such third countries.  In such cases, the transfer of such personal data will only be possible if: 
(i)               the controller or processor exporting the data has himself provided for “appropriate safeguards” (particularly through the endorsement of the standard contractual clauses as published by the European Commission); and 
(ii)             on the condition that enforceable data subject rights and effective legal remedies are available in the given country.
 
In such case, the Participant must submit a filled-in GPDR Questionnaire (as per tender documentation available on ePPS), together with all relevant documentation/declarations evidencing that it is indeed in a position to process personal data in line with the data protection legislation. The CA reserves the right to request the Participant to provide it with any additional documentation and/or safeguards to verify that the Service Provider is indeed in a position to process data in line with the data protection legislation.
 
In terms of the Article 28(1) of the General Data Protection Regulation (EU) 2016/679, the CA may also perform a due diligence exercise. This will enable the CA to obtain sufficient understanding from the various perspectives described in the GDPR Compliance Questionnaire. This exercise is critical from a good-governance and risk management, and to ensure that the Participant (as a data processor) provides sufficient guarantees to implement appropriate technical and organisational measures in accordance with the GDPR.
 
In all cases, Participants are to note that the CA will require the prior written authorization of the Data Controller to engage the Participant as a processor of the Controller’s personal data, prior to tender award.  The CA cannot award the tender to any bidder unless the Controller provides it with such authorization.
 
 



	As applicable

	
	(B) Financial Offer

	

	
	(i)
	A filled-in financial offer calculated as per Document A-Fees Schedule and to be submitted online through the prescribed response format and by using the Tender Preparation Tool provided. (Note 3)

	

	
	Notes to Clause 7:

1. Tenderers will be requested to clarify/rectify, within five (5) working days from notification, the tender guarantee only in the following four circumstances: incorrect validity date, and/or incorrect value, and/or incorrect addressee and incorrect name of the bidder. Rectification in respect of the Tender Guarantee (Bid Bond) is free of charge. Not applicable for this Specific Contract.

2. Tenderers will be requested to either clarify/rectify any incorrect and/or incomplete documentation, and/or submit any missing documents within five (5) working days from notification. 
    
3. No rectification shall be allowed. Only clarifications on the submitted information may be requested.

Requests for Clarifications and/or Rectifications concerning a previous request dealing with the same shortcoming shall not be entertained.
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	8
	No tender guarantee (bid bond) is required.
	No bid bond can be requested.
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	9.1
	The sole award criterion will be the price. The contract will be awarded to the participant submitting the cheapest priced offer satisfying the technical criteria.
	IMPORTANT: 
No other award criteria can be used.
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[bookmark: _Toc39235184]SECTION 2 – CONDITIONS OF CONTRACT

Please refer to Document B – [Purchase Order / Letter of Engagement] which may be found under the CfT documents Section of the Specific Contract within the EPPS.
[bookmark: _Toc385513314]

[bookmark: _Toc39235185]SECTION 3 –TECHNICAL SPECIFICATIONS / TERMS OF REFERENCE (Note 3)

IMPORTANT – This Section is to be read in conjunction with the XML Tender Structure found under the CfT documents of this CfT in the ePPS. The XML Tender Structure contains the technical specifications and requirements pertaining to this CfT. The XML Tender Structure may be viewed by using the Tender Preparation Tool. The structure may also be saved in printable format as a PDF document through the same Tool.

[Please ensure you include any Green Public Procurement (GPP) requirements. Depending on the nature of the procurement, the specifications detailed in Section 10 of the Guidance Notes (purchase of consumables; configuration requirements; WEEE ‘Take Back’ obligations) may need to be included.]
[bookmark: _Toc39235186][bookmark: _Toc382479724][bookmark: _Toc387735368][bookmark: _Toc406405078][bookmark: _Toc442777470][bookmark: _Toc3370327][bookmark: _Toc277756306][bookmark: _Toc272298328][bookmark: _Toc24705683]3.1	[Insert Section Title]
[Include overview of service/ supplier obligations, training requirements and/or maintenance services (if applicable)].
[bookmark: _Toc385513315]
[bookmark: _Toc39235187]3.2	[Insert Section Title if applicable]
[Insert specifications/requirements].

[bookmark: _Toc39235188]3.3	[Insert Section Title if applicable]
[Insert specifications/requirements].



[bookmark: _Toc39235189]SECTION 4 – SUPPLEMENTARY DOCUMENTATION
[bookmark: _Toc316635213]
[bookmark: _Toc405374212][bookmark: _Toc490046406][bookmark: _Toc26935318][bookmark: _Toc39235190]4.1 – Glossary

[bookmark: _Toc405374213][bookmark: _Toc490046407][bookmark: _Toc26935319]
[bookmark: _Toc39235191]4.2 – Specimen Performance Guarantee

These are available to view and download from the ‘Resources Section’ at: www.etenders.gov.mt

[bookmark: _Toc385513322]
[bookmark: _Toc9608803][bookmark: _Toc26935321][bookmark: _Toc39235192]4.3 – General Rules Governing Tendering 

The contents of this Specific Contract document complement the latest version of the General Rules Governing Tenders applicable on the date of the publication of this tender, the Terms of Use and the Manual for Economic Operators applicable to Government’s e-Procurement Platform (available from the Resources section of www.etenders.gov.mt). 
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GDPR  Questionnaire_For 3rd Countries.xlsx


GDPR Questionnaire_For 3rd Countries.xlsx
GDPR Proc. Q

		 GDPR Questionnaire

				Control Enquiry						Feedback



				1		Governance

						1a		Do you currently have a Data Protection Officer/Data Representative?

				*		1b		When was the Data Protection Officer/Data representative registered with the Supervisory Authority within a EU Member State?

						1c		If so, to whom does the Data Protection Officer/Data Representative report?

				*		1d		Do you have a Data Protection Policy in place?

						1e		Do you maintain a central record of processing activities in a format that can be used to demonstrate processing activities to the Data Protection Commissioner?

						1f		If yes, how often is this reviewed and updated?

				2		Storage and Archiving

						2a		What storage methods are used to store personal information on behalf of the data controller? (e.g. on computer servers, manual files or both and/or on personal devices?)

						2b		If information is stored on computers or servers, is this within the organisation or elsewhere? If elsewhere, identify the third party (sub processor) storing the data, detailing where and how the data is stored (also specify if you make use of any Cloud Services).

						2c		If information is stored manually, is this within the organisation or elsewhere? If elsewhere, identify the third party (sub-processor) storing the data, detailing where and how the data is stored.

				*		2d		If your organisation processes or will process sensitive personal data on behalf of a data controller, is such data stored separately from any other personal data or subject to any specific marking, security or handling rules/ restrictions?

						2e		In what format or in what medium is the archived information stored?

						2f		Where will the archived information be stored? If it is stored on third party premises, identify that third party and where and how it will be stored?

				3		Security

						3a		Describe in outline the security procedures in operation in your organisation to keep all information processed on behalf of the data controller secure.  Describe the physical, administrative and technological procedures used.

						3b		Who (or which job roles) will have access to the data subjects personal information within the organisation/outside the organisation?

						3c		
Will an updated record be kept of who has access (within the organisation/outside the organisation) to the data?

						3d		How will you check if there has been internal unauthorised access to personal data?  What data audit facilities/mechanisms are in place?

				*		3e		Do you have policies and procedures in place for reporting breaches to the data controller (in this case Government of Malta)? If so, what are they?

				*		3f		Is an Information Systems Security Policy (ISSP) or equivalent in place?

				*		3g		Are there business-mandated formal written Disaster Recovery Plans covering the partial or full loss of Servers,  Critical Applications, Physical facilities?
What is the full scope of the disaster recovery plan in relation to services that would be relevant to the Client (Government of Malta)?

						3h		Can you please describe the controls in place to restrict the ability to transmit client data to unauthorized personnel outside your company?

				*		3i		In relation to your business operation and to the data relevant to Data Subjects, are there disaster recovery facilities / policy in place?   If such facilities exist, would it be possible to describe the recovery model?

				*		3j		What processes and methods will you using to properly anonymise and encrypt personal data?

				4		Destruction of Data and Termination of Contract

						4a		What tools are in place to manage the identification, tracking and destruction of personal data associated with an individual (if such individual exercises 'right to be forgotten' right)? 

				*		4b		Is your data retention and destruction policy clear, in line with the requirements of GDPR whilst being balanced against other potentially conflicting legislative requirements relating to data retention such as the Money Laundering Regulations?

				5		Using sub-processors

						5a		Will any of your processing activities be carried out by third parties (sub-processors)? List them and describe the processes and location of the provider and the data.

						5b		Who (or which role) authorises these processing activities?

						5c		
Is there a data breach indemnity between your company and third parties (sub-processors)? In whose favour does the indemnity run?

				*		5d		Outline the security measures under which each sub-processor must operate.
Does your company have a data retention and data destruction policy with engaging third parties (sub-processors)?

						5e		Do sub-processors used by your organisation use any other organisation to perform that service on their behalf? If so, list the organisation and any written arrangements in place with regards to the service these sub-contractors offer.

						56f		Will you be transfering data to third parties outside the organisation?
If so, who?

						5g		If so, how is this data transferred? (e.g. encrypted email? Secure fax?)

						5h		If so, in what countries are those parties located?

						5i		Will data be transferred outside the EEA, what measures are used to ensure compliance the GDPR (and specifically Chapter 5)?

				7		Training

						7a		Do employees in your organisation receive training on data protection and other relevant law? If so, please describe the nature of the training given, when it is given and identify who is responsible for carrying out the training.

						7c		Are staff aware that unlawful access to and/or disclosure of personal data is prohibited?



								Note: * Documentation to be provided on completion and return of questionnaire. 






















































































































